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Project Idea

Challenge:
How to model Al, Robotic
and assess compliance

Model-based

Assessment
System

Approved Model
for configuration

Al and Robotic
Experiment
Layout

Challenge:
How to operate compliant model
on robotic platform
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Challenge:

How to create criteria
catalouges that can be
modelled and assessed

Security & Safety

Criteria Catalouge

Ethical
Criteria Catalouge

Legal
Criteria Catalouge
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OMILAB Innovation Corner

OMIiLAB Innovation Corner

Modelling Tool Robot Platform

Workflow Engine

BPMN H BPMN
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3rd Party Industrial Roboter Lab

Proxy Environment Robot Platform
Workflow Engine Workflow Engine

BPMN —— BPMN
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Digital Transformation
using OMIiLAB - Open Innovation Corner
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Conceptual

Modelling A
Layer /

Proof of Concept
Layer /

Innovate, Develop and Evaluate Digital Services considering:
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ulewoq uonedddy
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Scenario Layer — using Scene2Model Environment
Conceptual Model Layer — using the Bee-Up Tool
Run-time Layer — using Dobot Magician, Makeblock mbot
Software — using ADOxx, OLIVE, ...

Application Domain: i.e. Factory of the Future
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OMILAB Innovation Corner Setting

Live-Stream to Dobot Magician in BOC-OMILAB Innovation Corner:
https://lab.boc-group.eu/Dobot_Magician_1_onboard/

Product Range

Experimentation 1 Shopping
Environment Robot Arm ,Dobot Basket

Magician®

https://complai.innovation-laboratory.org
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»Pick-and-Place of Fixed Sequence
using Petri-Net

The mmtbplunhpﬁdpt The mmtbplunhpﬁdpt
otherwise the robot arm will reach into otherwise the robot arm will reach into
Initial state Initial state
Apples Buy Fruits Fruit 1 Apples it 2

Buy Fruits Fuit1 [ Apples @  Fuit2  Bananas  Fuit3  Gapess @ BuyFuits  Fuit1  Apples  Fruit2 [ Bananas

Contraption Reset Contraption Reset
ready ready

The b}lhtbpldlthpﬁdpt The b}lhtbpldlthpﬁdpt
otherwise the robot arm will reach into otherwise the robot arm will reach into
Initial state Initial state
DHQHDHQHDH@ D Q DHQHDHQHDHQHD“@
Buy Fruits Fruit 1 Apples  Fuit2  Bananas Buy Fruits Fruit 1 Apples it2  Bananas

gj . @
Reset Contraption Reset
ready

Contraption
ready

Characteristic:
* Fixed Sequence
Robot-Arm API interaction is implemented in transistions

Orchestration is performed by model changes

https://complai.innovation-laboratory.org
© Organisations from complAl consortium 8 Comp[ @l



https://complai.innovation-laboratory.org/

»Pick-and-Place” of Fixed Sequence
using Petri-Net
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»Pick-and-Place® of Variable Sequence

using Flow Chart

Select Fruit 1 X
Select Fruit 1:
Ppples ________________| — Manually antered coordinatas
Set coordinates manually} (Operation [FC)l - Operation code [m] X Pears

# Selection Fruit 1 Apply # Apples
CC “AdoScript LISTROX entries:(*Apples@Pears") tokseps("@") selection: = wonEL SETL xPos1:(266)
(“Apples”) title("Select Fruit 1°) boxtext(*Select Fruit 1 ;

pples”) title:"Select Fruit 1°) boxtext:(*Select Fruit 1°] _ Cancel SETL yPos1:(-158)
IF (selection = “Apples”) {
SETL xFruit1:(xPos1) # Pears
SETL yFruls(yPos1) SETL xP0s2:(256)
IF “Pears { Bt SETL yPos2:(-107)
IF (selection = “Pears”) { .
SETL xFruit1:(xPos2) E— Select Fruit 2 X
SETL yFruit1:(yPos2) # Bananas
! telp Select Fruit 2: SETL xPos3:(256)

SETL yPos3:(-57)

selection:("Bananas’] title:("Select Fruit ) bextext("Select Fruit 2°) Strawberries

# Grapes
SETL xPas4-(256)

# Selection Fruit 2
CC "AdoScript” LISTBOX entries:("Bananas@Strawberries”) toksep:("@") < 83"5"35

IF (selection = “Bananas") {

SETL xFruit2:(xPos3) SETL yPos4:(-9)
SETL yFruit2:(yPos3)

SETL xFn Pos3) SETL xPos5:(256)
SETL yFrit2(yPoss) + SETL yPosh-(40)
# Selection Fruit 3 Select Fruit 3 X MOBEL # Cherries

CC "AdoSeript” LISTBOX entries:("Grapes@Bluberries”) toksep:("@")
selection:("Grapes”) title:("Select Fruit 3") boxtext:("Select Fruit 3

SETL xPos6:(256)
F G Select Fruit 3: SETL yPos6:(88)
IF {selection = "Grapes”) {

SETL «Fruit:(xPosd) Grapes

SETL yFruit:(yPosd) =

# Blueberries
SETL xPos7:(256)
SETL yPos7:(135)

+ #Plums
Cancel MoDEL SETL xPos8:(256)
| SETL yPas8:(186)

IF (selection = “Blueberries™) [
SETL xFruit:(xPos7)
SETL yFruit:(yPos7)

958 characters |

Characteristic:
* Fixed Sequence with variable , Picks”
* Robot-Arm APl interaction is implemented in sub-processes
* Resource Allocation is performed by external service

https://complai.innovation-laboratory.org
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»Pick-and-Place® Adaptive Sequence
with BPMN

dobot_URL=http://10.0.6.32:8080/dobot
XPos_Apple=256
yPos_Apple=-158
XPos_Pear=256
% yPos_Pear=-107
xPos_Banana=256

.............................. yPos_Banana=-57
XPos_Grape=256
yPos_Grape=-9
xPos_Strawberry=256
yPos_Strawberry=40
8 xPos_Cherry=256
(] yPos_Cherry=88

. XPos_Blueberry=256
Choose Fruit yPos_Blueberry=135
xPos_Plum=256
yPos_Plum=186

Set Position
Variables

xPos_Kiwi=180
yPos_Kiwi=-158
xPos_Lemon=180
/ No Fruit Selected yPos_Lemon=-107
x xPos_Orange=180
yPos_Orange=-57
. / xPos_Grapefruit=180
Choose Fruit -0
yPos_Pineapple=40
. . . / Set Po;l(ion xPos_Watermelon=180
Dobot_BPMN_Fruits_WF_lateBinding (v. 1.0) & Fruit yRos_atermelon- 88
/ yPusZCocomutﬂSS
— ann Pos_Fig=180
E= Set follow... A setdued... i Add groups & Demo De... x I :pii_dgma
Fruit Form History Diagram Description Fick Up Fruit
#
Pear Fruit
Drop Off
Banana Apple o rop
Strawberry
Grape )
Save Complete
Blueberry
. Reset Dobot
No Fruit

O

Characteristic:
* Adaptive Sequence with variable ,Picks”
* Robot-Arm APl interaction is implemented in sub-processes
* Orchestration is performed by Workflow Engine using external services

https://complai.innovation-laboratory.org
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= Binding of

Fruit

Fruit selected?

3c - BPMN
PickUp

\ [*] )

3c - BPMN
N DropOff

\ [+] )

no

with - w

Pick-and-Place* Adaptive Sequence
hole BPMN Stack

Fruit

Pear
Banana

Strawberry
Grape
Blueberry
No Fruit

1o

Move To Save
Position

H

Move To Plate

H

Suetion Gup Off

g

Set Position
Variables

2N
[

| | Choose Fruit

No Fruit Selected

Set Position

Fruit

Pick Up Fruit —

o]

Drop Off

dobot_URL=http://10.0.6.32:8080/dobot
xPos_Apple=256

yPos_Appl 158

xPos_Pear=256

yPos_Pear=-107

xPos_Banana=256

XPos_Grape=256
yPos_Grape=-9
xPos_Strawberry=256
yPos_Strawberry=40
xPos_Cherry=256
yPos_Cherry=88
XPos_Blueberry=256
yPos_Blueberry=135
XPos_Plum=256
yPos_Plum=186
xPos_Kiwi=180

yPos_Kiwi=-158
XPos_Lemon=180
yPos_Lemon=-107

xPos_Watermelon=180
yPos_Watermelon=88
xPos_Coconut=180
yPos_Coconut=135

Reset Dobot

[+

&

L Reset

o

Move To Save
Pasition

H

Move To
Postitien

Ij

Move Down

I§

Suction Cup On

If

Move Up
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»Pick-and-Place“ Adaptive Sequence
with BPMN
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Legal, Ethical and Security Assessment of the
Workflow using Questionnairs

2 Selecta Model Questionnaire Application

Model Questionnaires

BeeUp > use a
workfow engine.

4 Fruit selected?
oIk }

Fill the questionnaire ~ Show questionnaire

U ser Select the ADOXx model to load: |  ComplA! - Supermarket Dobot - BPMN (Business Process Diagram (BPMN 2.0)) v| OpenADOxx Model | Open Extemal Mode!
{
/ BPMN is not
T executable in

Questionnaire for "Rest Robot Arm"

Question 1 (*)

Is the robot arm safe, can people be hurt?

@ Yes
O No

Question 2 (*)

Does the customer know the result?

"fart Event (BPMN)-21403-21812" (Start Event Questionnaire "Dobot Magician Questionnaire Score: Perfect (Points: 3, Missing:

Show
@® Yes BPMN)) Questionnaire”
O No *Frult” (Task (BPMN)) "Safety Q 3 Score: Sufficient (Points: 2, pre
) Missing: 0)
“Reset Robot A" (Sub-Process (BPMN)) “Safety @ Score: Not flled ® [ snow
Question 3 (*) “Sub-Process (BPMN)-23846:23984" (Sub-Process "Safety Q Score: Not filed ® [ s
(BPMN))
Is Al performing any decision the customer is unaware of? "Sub-Process (BPMN)-23849-23987" (Sub-Process *Safety Score: Not filled ® [ show
(BPMN))
@ Yes “Binding of Fruit" (Task (BPMN)) “Safety Qu Score: Not filled @ [ show
O No
") Required

https://complai.innovation-laboratory.org
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1 Retrieve model list
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Legal, Ethical and Security Assessment of the
Workflow using Questionnairs
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Legal, Ethical and Security Approval of the

Workflow using Digital Signature

Model Signature

Select the ADOxx model to load: ComplAl - Supermarket Dobot - BPMN (Business Process Diag v Load ADOxx Model Load External Model = Sign = Verify
4 \
, A}
7/ \
BPMN is not 4
executable in e
+ BeeUp -> use a 7’
workflow engine.
&) :
Binding of
Fruit
<> no
Fruit selected? 7
+ '
7
7’
7’
e
7

¥ ,

2~ QDA . L / =
7’
7’
ya
Log-in
Usemame model_ ne
Users: "demain_advisor'
Users: "model_owner
Password: @ ssessses

Valid signatures for the model

‘technical_advisor

Applied on "2020-08-10 17:33:49"

Applied on "2020-08-10 17:3

Applied on "2020-08-10 17:33:37"

https://complai.innovation-laboratory.org
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Legal, Ethical and Security Approval of the
Workflow using Digital Signature
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Industrial Roboter LAB

OMILAB Innovation Corner

Modelling Tool

BPMN

Robot Platform
Workflow Engine

—_—

BPMN

https://complai.innovation-laboratory.org

© Organisations from complAl consortium

3rd Party Industrial Roboter Lab

Proxy Environment

Workflow Engine

BPMN

18
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Robot Platform
Workflow Engine

BPMN
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JR ROBOTICS Software Stack

» Layered approach for executing workflows on a robotic platform

User or Iop_—level CHIMERA Teaching Planner
application ul
Execution WFM AP & State
APl
Workflow abstraction Workflow manager (WFM) State Provider
] Whole-body . .
Integrations compliance Reflex Motion Sensor fusion ’
- N
4 INEUM |
—————————————————————————————————————————————————————————————————————————————————————————————————————————————— é‘e’?yARCH »)))))
MIR MIR P’ N
UR Sensors|  [OPC-UA ANNEUM )))))
Robots and drivers ROS REST H25EARCH ,) 2
=)
https://complai.innovation-laboratory.org .
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Workflow Engine Extension

1. Workflow engine receives a queue of workflows

including a signature e |
. . . . Cucue Complianc_e Service
2. Workflow engine sends a verification request to
the Compliance Service Provider AuthorizgionHandle
Signature
L ) ) ) . rehcee?\?:[;'? o (4) Verification Request
3. If the verification fails the engine aborts and
sends back an error message
- istrue? (5) true/fal
4. If the verification succeeds the workflow queue e
is executed on the robot Et
Controller

l (7) Trigger execufion

Execution entity (typ.
robot)

Extended execution entity

https://complai.innovation-laboratory.org
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20



https://complai.innovation-laboratory.org/

Verification Process - Concept

»  Distributed Ledger maintains workflow verification procedure
»  Operations are signed by the corresponding entity and stored in a blockchain

»  Workflows are executed only if they are verified and signed by the verification authority

Note

Steps 1-6 are executed in a
P CA_Complal cycle uniill all evaluations are
H successful. .-l CAComplal
H issues
: certificate
issues H T
certificate H
! ComplAl DistributedLedger 3. Pose questions H
Questionnaire
1 Start verification P (Safety, Security
H Ethical, Legal)
Issue
<4 _State changed event}-| H certificate
2. State | H
Program 5.Retrieve feeback— chang?ﬂ H Automated issues
composition 5 Address feedback—p| Peer.ComplAl gxen verification and  [€-----' certificate
environment validation
— b H
7. Sign off program 3. Provide pvaluation results

---------- Domain Expert  f&--===---m

3. Provide judgeme

9.GetApproval

10.State Changed Event

¥
-8.ExecuteWorkflow Extended execution entity ~ [&------- Issues - CA.ComplAl
. - certificate

11 Validate

12.Execute

https://complai.innovation-laboratory.org
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Reflection and Project Results
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Project: Recap

Challenge:
How to model Al, Robotic and assess
compliance

Business Domain Model
e  BPMN-Business Processes

Technical Robot Model
* Petri-Net Model-based
*  Flow Chart Assessment
«  BPMN Workflows SISEn
Artificial Intelligence
*  DMN-Rules
* CNN for image recognition Al and Robotic

Experiment
Layout

Challenge:
How to create criteria catalouges that can be
modelled and assessed

* Questionnaire and Threshold Model

Security & Safety
Criteria Catalouge

Ethical
Criteria Catalouge

Legal
Criteria Catalouge

Approved Model for configuration:

Questionnaire Model
* Associating Questionnaire Model with Technical
Robot Model
* Signing the Model

https://complai.innovation-laboratory.org
© Organisations from complAl consortium

Challenge:
How to operate compliant model on robotic platform

Workflow Engine
,Verified” BPMN Processes

23 compl


https://complai.innovation-laboratory.org/

Accessing Experiment in
OMILAB Innovaition Corner

* BOC OMIiLAB-Innovation Corner:
http://olive.innovation-laboratory.org/lab-reservation-service/

* Deploying ,Reservation and Virtual Access Service” for local testing:
https://git.boc-group.eu/olive/lab-reservation-fast-deployment-package/-

/releases

* Integration ,Reservation and Virtual Access Service”
in your Modelling Tool using Bee-Up as sample:
https://git.boc-group.eu/olive/lab-reservation-beeup-integration

* Deploying ,Reservation and Virtual Access Service” for Production:
https://git.boc-group.eu/olive/lab-reservation-service

* Improving Source Code of , Reservation and Virtual Access Service”:
. https://git.boc-group.eu/olive/lab-reservation-service-docker

Remote
Connection

https://complai.innovation-laboratory.org
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Access to Results

compl|

www.adoxx.org

Overview Downloads

Robot Arm

Download

showing different kinds of
interaction with the robot arm:

engine using three different
modelling languages: (i) Petri-
Net, (i) Flowchart, (i) BPMN.

Tutorial

Asked Questions

Community

Sample Models
of Processes

Process with with Foced
A starting setup is provided, foced bindin Binding of
introducing the three different 3
using Petri Net Resources
modeliing languages - (i) Petri- bisy Processes with Py
2.1 Processes | Net. (i) Flowchart, () BPMN - i Fixed Binding of
ocess with internal)
with fixed | and how they interact with the e resources using psy
bound robot arm. Those models vomraig ditferent PR e
resources | introduce also the different b Modosng ample Hode
abstracteon leyers that can be proc™d | Aparoaches | ofProcesses
observed when interacting with pisrdd Wb Fhse
paperein foced binding Binding of
using BPMN Resources
(©OMILAB
external)

In addition to the process with
fixed bound resources, those
sample models introduce two
actions where Al is needed. (1)
a sensor identifies which
resources are available, (2) &

manual interactions by the
modeller to explain where to
interact with Al Smart sensors
or decision making is introduced
before the process starts.

Process with pre
binding using
Petri Net
and
Process with pre
binding using
Flowchart

and
Process with pre
binding using
BPMN

Processes with

Modeling
Approaches

Sample Models.
of Processes
with Pre Binding

and
Sample Models.
of Processes
with Pre Binding
of Resources.
(OMIAB
external)

In addition to the process with
pre-binding of resources, this
late-binding introduces now a
time issue, where the sensor
information and the decision
making needs to be performed
during execution.

Process with late
binding using
Petri Net

Process with late
binding using
Flowchart
and
Process with late
binding using
BPMN

Processes of
Late Binding of
Resources
using different
Modeling
Approaches

Sample Models.
of Processes
with Late
Binding of

and
Sample Models
of Processes
with Late
Binding of
Resources
(OMiLAB

https://adoxx.org/live/web/complai/downloads

https://complai.innovation-laboratory.org
© Organisations from complAl consortium

25

compl



https://complai.innovation-laboratory.org/
https://adoxx.org/live/web/complai/downloads

Webpage

https://complai.innovation-laboratory.orqg/index.html

Im] ﬂ Home | ADOxx.org x 4+ B = i

& @ ) () https://complai.innovation-laboratory.org/index html 6 o= (KeineSynchFOHisierung :

-
l L]
Comp @I HOME ABOUT RESULTS & DOWNLOADS PARTNERS CONTACTS FUNDING

complAl Project

HOME

o]

complAl - Collaborative Model-Based Process Assessment for trustworthy Al in Robotic Platforms
In order to introduce artificial intelligence-based processes in organisations, the respective decision makers face great challenges related to

= appropriately addressing unrealistic expectations,
= assessing the expected added value compared to the expected effort in building and maintaining artificial intelligence, and

= the sufficient assessing the risk of legal, ethical, safety and security issues.

Facing a variety of artificial intelligence methods with different characteristics - the precise but expensive symbolic artificial intelligence, the abstracted but flexible sub-
symbolic artificial intelligences as well as a combination including the human interpretation in the sense of knowledge management - requires a fundamental expertise
about those artificial intelligence mechanisms, chances and challenges on top of domain expert knowledge to make a traceable, transparent and informed decision.

For this reason, complAl introduces a model-based assistant system for decision support. Furthermore, model-based operation of robots based on signed
trustworthy processes considering ethical, legal, safety and security specific assessments is conducted. The conceptualization and provision of suitable criteria

catalogues is realized in collaboration with legal, ethic and robotic experts.
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